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1. At the invitation of Yoshio Utsumi', ITU Secretary-General, an ITU WSIS Thematic Meeting
on Cybersecurity” was held at ITU Headquarters in Geneva, Switzerland, from 28 June to 1 July
2005. The event was organized in the framework of the implementation of the Declaration of
Principles and Plan of Action’ adopted on 12 December 2003, at the first phase of the World
Summit on the Information Society (WSIS)* and in preparation for the Tunis phase of WSIS, to be
held from 16 to 18 November, 2005.

2. The event website’ provides links to the final agenda®, all background papers7, presentationsg,
electronic contributionsg, the Chairman’s Report'® and audio archives''. The website contains a
wealth of related materials and in itself provides a valuable resource for the future.

3. The four-day meeting was structured to consider and debate six broad themes in promoting
international dialogue and cooperative measures among governments, the private sector and other
stakeholders as well as promotion of a global culture of cybersecurity. These include information
sharing of national and regional approaches, good practices and guidelineslz; developing watch,
warning and incident response capabilitiesl3; technical standards and industry solutionsM;
harmonizing national legal approaches and international legal coordination' ; privacy, data and
consumer protection'®; and developing countries and cybersecurity'’.

4. The first day of the meeting focused on countering spam'® as follow-up to the ITU WSIS
Thematic Meeting on Countering Spam'’, held in July 2004. This offered an opportunity to take
stock of progress in countering spam initiatives, from both a technical and policy perspective, as
well as to discuss possible further regional and international cooperative initiatives.

5. Approximately 150 participants took part in the meeting, representing a range of government
policy-makers and regulators, international and intergovernmental organizations, privacy groups,
representatives of communications service providers and ICT companies, academics, civil society
organizations, and other interest groups.
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28 June 2005 — Spam Day Sessions
Session 1: Meeting Opening and Welcome

6.  Mr. Utsumi opened the meeting with a speech® welcoming the participants, as well as those
joining the meeting via cyberspace, as it was being audiocast live over the internet and archived®'
for future reference. In his remarks, he said that at the start of the 21st century, our societies are
increasingly dependent on information and communications technologies (ICTs) that span the
globe. He also noted that communication networks are the lifeblood of modern societies and that
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they are responsible for a growing share of national wealth, as well as providing hopes for greater
prosperity. Yet, he said this dependency brings new risks. There are growing concerns that we are
making ourselves increasingly vulnerable which is reinforced by a growing number of attacks in
cyberspace. We are particularly worried about protecting critical infrastructures, which are systems
and assets whose incapacity or destruction would have a debilitating impact on national security and
the economic and social well-being of our citizens.

7. In this regard, Mr. Utsumi recalled a number of recommendations in the WSIS Plan of
Action® that relate to building confidence and security in the use of ICTs and the promotion of a
global culture of cybersecurity. Addressing cybersecurity was also recognized by the Working
Group on Internet Governance™ as a key issue that needs to be considered under the broader rubric
of internet governance. He also noted this particular event was intended as a specific step toward
preparing the second phase of WSIS* to be held in Tunis in November 2005, as well as related
follow-up mechanisms after the Summit.

8.  Finally, Mr. Utsumi emphasized that cyberspace does not respect national borders and no
country alone can solve the world’s cybersecurity problems. He said we must be creative in finding
new ways to cooperate in addressing problems created by those who would abuse our networks for
their own profit and gain. He further pledged that the ITU, with its broad membership of 189
Member States and over 700 private sector members, stands ready to assist in this endeavour.

9. Mr. Utsumi invited Dr. Deborah Hurley® to act as Chairman for the meeting, which she
accepted.

10. In her opening remarks, Dr. Hurley acknowledged that there were many stakeholders in the
information society represented at this meeting. She highlighted her belief that the central challenge
before all of us, individually and collectively, is navigating the burgeoning sea of information. She
saw the problems before us, as we look out into the near and mid-future, as not primarily
technological but rather more related to economic and social policies. In particular, how do we
identify our social and economic visions and leverage technologies to bring about those social and
economic visions.

11. Dr. Hurley noted that today’s sessions of the cybersecurity meeting would be focused on the
topic of countering spam”, with the subsequent days considering cybersecurity in a broader
context. Although spam was not a problem a decade ago, it is an increasingly grave problem now.
She said spam has been a fast growing tree and its roots are very wide spread, but yet its roots are
shallow and that means there is an opportunity for us to fight it. She noted that there has already
been some significant work on this topic as well as a good degree of international cooperation,
which we would hear more about during the course of the day.

Session 2: Are We Winning or Losing the War on Spam?

12. This session’’ began with a keynote speech®® by Steve Linford®’, Chief Executive Officer,
Spamhaus®. In his speech, Mr. Linford set the overall tone for the day with a review of the current
global situation in fighting spam. Mr. Linford said the reason we are talking about spam in the
context of cybersecurity is that it is the delivery mechanism for all email security threats: phishing,
endless permutations of scams, advance fee fraud, and viruses.

13. Mr. Linford noted the main exploit now used by spammers is the hijacking of millions of
private computers, by infecting them with viruses, worms or trojans, turning each infected machine
(viz. zombie) into an anonymous proxy under the control of the spammer. Since early 2003, almost
all viruses have been created and sent out by spammers in order to build giant networks of hijacked
machines through which to send their spam (viz. zombie botnets). Nowadays, over 70 per cent of
spam is being sent from these hijacked computers. Spamhaus has a list of approximately four
million infected machines—demonstrating the scale of the problem—with 60,000 to 100,000 new
infections every week. Besides relaying spam, the other prime intent of building zombie botnets is
to launch Distributed Denial of Service (DDOS)*' attacks against internet sites.
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14. Mr. Linford believes that governments do not realize how serious the threat is or that the
groups behind these attacks are highly organized and criminal-minded. He said consumers are being
inundated with scams, trojans, and key-loggers and, as a consequence, confidence in the internet is
eroding fast. Each phishing®® operation brings in thousands of fresh credit card and bank account
numbers. The spammers have developed skills in social engineering that make emails not only
appear to be from your bank, but also employ highly believable reasons for why you should trust an
email and click the link. The costs of spam, including the costs of dealing with it, and of dealing
with what spam delivers, such as phishing and endless financial scams is costing the world an
amount we are no longer able to calculate. The cost to the financial industry alone, and to
consumers, is now staggering. He concluded by noting that spam is a cancer; it is fast killing the
ability to use the internet for commercial transactions and it is killing overall trust in the internet.

15. In the next presentation®, Luc Mathan®, representing the Messaging Anti-Abuse Working
Group (MAAWG)?*®, presented the experiences of messaging operators today and how MAAWG is
attempting to bring the industry together to effectively address the growing problem of messaging
abuse. He mentioned MAAWG’s work committees, which are addressing technical, collaboration,
public policy and wireless issues. MAAWG is also developing a voluntary set of principles for
messaging providers directed at both members and non-members.

16. In a related presentation®, given later during the meeting in Session 12, Mark Sunner’’, Chief
Technology Officer, Messagelabs™®, highlighted their current spam, virus and zombie botnet
statistics. He discussed the current sophisticated architecture for controlling zombie botnets as well
as an emerging phenomenon of professional custom “malware” intended to specifically
compromise internal corporate networks and steal information. He also noted that the overall attack
threat will be migrating to new platforms such as mobile and Voice over Internet Protocol (VoIP)
networks in the near future.

Session 3: National Policies and Legislative Approaches

17. The jurisdictional problems created by the proliferation of trans-border, unsolicited,
commercial communications represent a tremendous barrier in the development of national policies,
legislative approaches and, most particularly, enforcement. As spam touches on a number of aspects
of law—such as commerce, advertising, criminal law, freedom of speech, and intellectual
property—differences associated with the laws of the jurisdictions of the world may prove to be
greater than similarities. Session 3 on National Policies and Legislative Approaches to spam was
chaired by Jean-Jacques Sahel®, Assistant Director, International Communications, Department of
Trade and Industry (DTI)*', United Kingdom. This session reviewed the different approaches of
national anti—spam policies and legislation around the world—as well as discussing whether
harmonization is possible.

18. The first presentation’” was a background paper commissioned by ITU, entitled A
Comparative Analysis of Spam Laws: the Quest for Model Law® by Derek Bambauer44, Research
Fellow, Berkman Center for Internet & Society*’, Harvard Law School*. The goal of this paper was
to help policy makers understand the potential benefits and challenges of model spam legislation as
a tool to improve the security of and user confidence in information and communications
technology (ICT), as well as the potential that model spam legislation holds for internet users
worldwide. It analyzed the level of consensus among extant laws and the degree to which a
particular component is included in most legislation and in the degree to which provisions
addressing this component are similar or harmonized. The paper pointed towards zones where there
is considerable consensus and illuminated the most fundamental differences, so that policymakers
can tackle the hard issues and choices involved in spam laws. The paper made some preliminary
recommendations for spam law efforts and considers both the potential for and the likely efficacy of
a model spam law.

19. This was followed by a presentation*’ by Jonathan Kraden®, Staff Attorney, Federal Trade
Commission (FTC)*, United States, who provided a case study of Enforcement under the US CAN-
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SPAM Act: FTC v. Opt-In Global. In his concluding remarks, he said that the FTC’s top priorities
are: enforcement, with over 70 cases brought to date; studies on the problem of spam; consumer
outreach and education; encouraging the private sector to seek solutions to the spam problem; and
international cooperation in the fight against spam.

20. Miguel Monteroso, Spam Ruling Administrator, Radiografica Costarricense (RACSA)SI, Costa
Rica, gave a presentation”> on RACSA’s anti-spam efforts which have dramatically reduced spam
in Costa Rica, even without national spam-specific legislation. His conclusions were that Internet
Service Providers (ISPs) should be accountable for the activity of their customers and that ISPs
should stop all outgoing spam as soon as it is detected and known spammers and their companies
should be barred from subscribing to new internet and email accounts.

21. This was followed by a presentation by Liang Liu’*, Assistant Director, Anti-Spam
Coordination Team, Internet Society of China>’, People’s Republic of China. Mr. Liu explained the
evolution of the spam situation in China, the problem of spam block lists, China’s related legislation
and regulation, and their Anti-Spam Coordination Team (ASCT)’®. Mr. Liu, in his concluding
remarks, noted that ASCT is in favour of setting up international coordination and cooperation with
bodies like ITU, OECD, APCAUCE, FTC, IIA, IAK, IAJ, and LAP. He also said they would
champion an international framework that would discuss development of effective technology
solutions; provide a communication and coordinating mechanism; and facilitate free and open e-
mail messaging and internet communications between Chinese ISPs and their peers in other
countries.

22. In the final talk of Session 3, Maria Cristina Bueti’ 7, Policy Analyst, Strategy and Policy Unit,
ITU, presented58 a background 1:)aper59 on an ITU Survey of Anti-Spam Laws and Authorities
Worldwide. The survey was conducted in April 2005 and sent to ITU’s 189 Member States. The
survey results, based on 58 responses received, showed that there are a number of countries that
have already implemented anti-spam legislation. It was shown that some countries use data
protection laws or consumer protection laws to cope with spam issues. A number of countries do
not have anti-spam legislation or any laws applicable to spam.

23. During this session, a review of national legislation initiatives revealed that the tools that
lawmakers are using to regulate spam vary. For example, some anti-spam laws require labels or
other markings to identify certain messages as unsolicited or pornographic. Others punish senders
who use fraudulent or deceptive techniques (e.g., falsifying email from: addresses or using
deceptive subject fields). Still others require the sender to provide his or her identity and a
mechanism to remove the recipient from any future mailings. Generally, a review of national
initiatives indicates a need for a combination of technical solutions, user awareness, appropriate and
balanced legislation followed by measured enforcement, including industry initiatives including
those in the marketing community, as well as international cooperation.

24. It was noted that developing countries are having much difficulty dealing with the problem of
spam, and this often has dramatic consequences on their internet access facilities. For countries that
do not have specific laws related to spam, they have had to be creative in taking other measures to
deal with their specific situation. For example, in the case of Costa Rica, internet and
telecommunications service providers have had to deal directly with the situation.

Session 4: International/Intergovernmental Cooperative Initiatives in Countering Spam

25. While a number of international and intergovernmental initiatives have been undertaken in the
past few years, international cooperation could still be improved. Session 4 on
International/Intergovernmental Cooperative Initiatives in Countering Spam® reviewed some of
ongoing international and intergovernmental cooperative initiatives in countering spam. The session
was chaired by Eric Walterél, Chef du Bureau, Direction du Développement des Médias62, Services
du Premier Ministre, France. In an interactive panel session based on a wiki-based discussion
framework®, Mr. Walter outlined the possible national and international components of this topic
and explored possible ways forward in internationally combating spam.
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26. John Haydon®, Executive Manager, Consumer and Universal Service Obligation Group,
Australian Communications Authority®, spoke of national experiences in Australia as well as
giving their views on the themes and practicalities of International Anti-Spam Cooperation
Initiatives®®. Mr. Haydon noted some practicalities of international cooperation include simple and
non-binding arrangements, as these are easier and more flexible than formally binding ones;
information-sharing arrangements which present fewer hurdles to establishment than enforcement-
cooperation arrangements; and inter-agency/working-level arrangements, which are easier than
inter-governmental arrangements. Mr. Haydon noted the effectiveness of arrangements is best
complemented by voluntary and informal internet operations and practices don’t necessarily require
legislation to be in place. He also noted that this form of cooperation can also assist in developing
national anti-spam programs.
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27. Philippe Gérard, Legal and Regulatory Officer, European Commission®’, spoke of a new
European joint initiative entitled Contact Network of Spam Enforcement Authorities (CNSA), to
combat spam through sharing information and pursuing complaints across borders in a pan-
European context. During the event, he further emphasized that the five-layered approach
developed at the Thematic Meeting on Countering Spam, held in July 2004, remained still valid.

28. Maneesha Mithal68, Assistant Director, F TC’s® International Division of Consumer
Protection’’, spoke of international cooperation efforts in the London Action Plan (LAP)”', which
has a focus on international spam enforcement.

29. Tom Dale”, General Manager, Strategic Policy Branch, Australian Department of
Communications, IT & the Arts (DCITA)” and Chair, OECD Task Force on Spam’* explained the
Task Force continues its work on the Anti-Spam Toolkit, involving interested stakeholders as far as
possible. The eight elements of the Toolkit constitute a multi-pronged and multi-stakeholder
approach to the spam problem: they address regulatory and policy issues, technical solutions,
enforcement concerns, and include education and awareness tools, suggestions for improved cross-
border cooperation, industry best practices and outreach activities. The goal of the Toolkit is to
provide useful resources and policy orientation and support to the anti-spam community. Some of
this information is already available on the OECD spam website’®. Mr. Dale emphasized that
OECD endeavours to work in cooperation with APEC, ITU and other bodies to coordinate their
complementary anti-spam initiatives.

30. Shamsul Jafni Shafie”’, Head, Information and Network Security Department, Monitoring and
Enforcement Division, Malaysian Communications and Multimedia Commission (MCMC)", spoke
of recent anti-spam efforts” in the ASEAN Telecommunications Regulators' Council (ATRC), a
grouping of telecommunications regulators within the ASEAN region. During an ATRC meeting in
Vientiane, Laos, in July 2004, member countries agreed for MCMC to spearhead ATRC’s action
plan on anti-spam. The action-plan calls for exchange of skills and information sharing; facilitating
cooperation between industry and anti-spam groups within ATRC economies; bilateral agreements;
and engaging in cooperation with other international groups. An ATRC meeting on countering
spam® was held in May 2005 and further initiatives will be discussed at their next meeting in
Malaysia in August 2005.

31. Augustin Idogl, 'Institut francophone des nouvelles technologies de l'information et de la
formation (Intiﬂgz, I'Agence intergouvernementale de la Francophonie83 and CAPTEF* spoke of
the particular problems that spam brings in the African and developing country context as well as
their joint initiatives in French-speaking African countries to counter spam. Mr. Ido emphasized the
need for increased education of computer system engineers as well as awareness raising for internet
users in developing countries. He concluded his speech by putting forward the idea of having an
African organization responsible for coordinating African initiatives on combating spam and
cybercrime.

32. Robert Shaw®, Internet Strategy and Policy Advisor, Strategy and Policy Unit, ITU, spoke of
ITU’s initiatives in countering spam which includes work in the Strategy and Policy Unit such as
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the organization of the ITU WSIS Thematic Meeting on Countering Spam held in July 2004; the
Telecommunications Standardization Sector, including two spam-related Resolutions adopted at the
World Telecommunications Standardization Assembly in 2004 (Resolution 51 — Combating Spam®®
and Resolution 52 - Countering spam by technical means®’); and the Telecommunication
Development Sector, including anti-spam initiatives associated with the Global Symposium for
Regulators®™. He noted there was a great need for better cooperation among intergovernmental and
international initiatives. He also noted it was a challenge to find a method for these different
initiatives to work together and share, if not harmonize, their activities. He also mentioned
discussions of aligning activities and organizing joint meetings of APEC, OECD and ITU on
countering spam.

Session S: Countering Spam: The Way Forward

33. In the final session on the countering spam day, Session 5: Countering Spam: The Way
Forwardgg, John Levinego, Chair, IRTF Antispam Research Group (ASRG)gl, gave a presentation
entitled The Limits of Security Technology: Lessons from the Spam Wars’*. Echoing the comments
made by the Chairman in her opening remarks (paragraph 10), he asked the audience to reflect
carefully as to how technology fits in to the overall solution. He stressed that technology can be
morally and politically neutral but we need to decide exactly what it is that we want. For example,
an ultimate solution to spam could impact on issues such as anonymous speech, whether we wanted
virtual or physical identities, or closed or open systems. These were all tradeoffs that needed to be
considered.

34. A final discussion by panellists John Levine”, Steve Linford”, Luc Mathan’, Jean-Jacques
Sa_hel%, and Eric Walter’’, moderated by the Chairman, discussed the views of each panellist’s
single most important ideas to most improve the countering spam situation. In this regard, a number
of suggestions were made, including: promotion of the Australian legislation model and regime as a
successful example of a national initiative; greater international coordination, which requires
improved national coordination of relevant agencies as a prerequisite; stopping the money reward
and other incentives that make spam profitable; increasing awareness and training of people about
spam at all levels; finding mechanisms for governments to improve their ability to share common
resources on spam; and stronger and more effective law enforcement.

35. In addition to the materials presented during the countering spam day, additional electronic
contributions on national experiences were received, including: Japan Strategy to Combat Spam®®,
contributed by Ministry of Internal Affairs and Communicationsgg, Japan; The Australian Anti-
Spam Regime - A First Year Review'”, contributed by Australian Communications Authority',
Australia; A Case Study in Enforcing AntiSpam Legislation'® (Australia), contributed by
SpamMATTERS'”. Stopping Spam: Creating a Stronger, Safer Internet'™, contributed by
Canada’s Task Force on Spamlos, Canada; Brazil’s CT Spam106 (with separate presentationm),
contributed by the Brazilian Internet Steering Committee'™ Task Force on Spam; and Mexico’s
Experience in Combating Spam: A Legal Perspective From a Consumer Advocatelog, contributed

by Cristos Velasco, Director General, North American Consumer Project on Electronic Commerce

(NACPEQ)'.
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June 29, 2005 - Cybersecurity Sessions
Session 6: Cybersecurity Opening and Welcome

36. The Chairman, Dr. Hurley, welcomed the participants for the second day of the event and said
that the following days would examine cybersecurity in a broader context. In her opening remarks,
Dr. Hurley discussed the current nature of the cybersecurity problem. She noted information
systems include data, information, computing devices, networks and people and that the security of
information systems consists of providing for the confidentiality, integrity, availability and
authentication of information and communication systems, as well as their data and information.
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She said the intrinsic security of the global network of networks is growing worse every day, as
more data, information, computers, networks, and, most significantly—because they represent the
biggest source of risk—more fallible human beings are added. She emphasized that total
cybersecurity can never be achieved but rather is an ongoing, dynamic process, particularly as it
involves a learning adversary—i.e., other human beings.

37. The Chairman also emphasized that it is too narrow to take into consideration only the internet
in planning for security of information systems. Instead, it is important to consider the
developments surrounding convergence, which will fundamentally continue to transform how we
use information and communication systems. As a result of this convergence, the internet will
evolve, particularly with the deployment of Next Generation Networks (NGN)''! and eventually to
a ubiquitous information environment characterized by embeddedness, ubiquity, unboundedness
and decentralization. The Chairman restated her perspective that most of the challenges related to
protecting information systems are non-technical. Rather, they revolve around the management of
highly complex systems, where interdependencies, magnitudes and consequences of disruptions are
not yet well understood.

38. The Chairman highlighted that this meeting was being held in the context of WSIS and that
from her perspective a key consideration is that the emerging global information society should be
based on a sound foundation of human rights. In fact, she argued that a right to security is in itself a
human right.

39. In this regard, the Chairman made references to three perhaps useful existing international
regimes from which lessons might be drawn. First, there is body of several human rights
conventions that have been adopted by approximately 150 countries. There is also a well-
established legal and institutional framework and broad agreement on human rights principles
although there has been insufficient implementation and enforcement in some countries. Second,
legislation to protect personal data and privacy has been adopted in approximately 50 countries.
There are also two international accords on privacy, which were adopted in the early 1980s and
there is 30 years of experience in privacy legislation. Moreover, as a body of law, there is a
strikingly high degree of consistency in the legal provisions for privacy and protection of personal
data. Finally, there is currently a global trend to adopt legislation related to transparent access to
governmental information with over 45 countries having adopted such legislation. She noted that
this type of legislation, along with other government initiatives to go “online”, has a corollary effect
of encouraging the maintenance of robust information systems by governments.

40. Finally, Dr. Hurley put forward the notion that security of information systems must be based
on five modalities: technological measures; laws; standards; norms; including both economic and
social norms; and education and training. She said that it is possible that some new tools may be
needed to address the challenges of information security. However, before developing these new
mechanisms, it is important to review first how existing modalities and tools already can serve the
information society.

Session 7: Information Sharing of National and Regional Approaches, Good Practices and
Guidelines

41. Session 7: Information Sharing of National and Regional Approaches, Good Practices and
Guidelines''?, chaired by Dr. Hurley, had the objective of sharing insights and strategies through
examining different national and regional experiences. As background, the area of critical
information infrastructure protection (CIIP) developed into a key part of national security policy
during the late 1990°’s when a new problem became apparent: the dependency of modern
industrialized societies on a wide variety of national and international information infrastructures.
Since then, a number of countries began programmes to broadly address the perceived
vulnerabilities of their vital information infrastructures and have proposed measures for the
protection of those assets. To protect these information infrastructures and to combat cybercrime,
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countries need to have procedures and systems in place for evaluating threats and vulnerabilities
and preventing, responding to, and recovering from cyber incidents.

42. The session started with a presentation'”’ of a background paper commissioned by ITU
entitled A Comparative Analysis of Cybersecurity Initiatives Worldwide''?, prepared by Myriam
M“S, Head, International Relations and Security Network ( ISN)H6, Center for Security Studies
(CSS), Swiss Federal Institute of Technology''’, Switzerland. Her paper reviewed national
cybersecurity initiatives in order to identify common themes and best practices, but especially
problems and pitfalls in developing a global culture of cybersecurity. She examined how the topic
of cybersecurity had made it onto the security political agenda and the characteristics of cyber-
threats, including: how various governments approach the issue and their focus on common issues
and problems; provided an explanation of the differences and similarities in national approaches by
applying political science theory to the topic; and examined how the topic is being approached
internationally.

43. In the following presentation''®, Mabito Yoshida'"’, Director of IT Security Office,
Information and Communications Policy Bureau, Ministry of Internal Affairs and
Communications'?’, Japan, presented an overview of information security policies in Japan. Mr.
Yoshida described recent initiatives of the Japanese government to establish improved information
security policies, including the recent establishment of a cabinet-level National Information
Security Center, an Information Security Policy Council, and a National Information Security
Center (NISC). Mr. Yoshida also discussed Japan’s contributions to a revision of an ITU-T standard
on Information Security Management'”' in the context of telecommunications. Mr. Yoshida
emphasized that international cooperation is critical for information security which must be based
on mutual trust among all relevant players including both government and the private sector. In that
regard, he said ITU could play an invaluable role in strengthening appropriate international
cooperation, for instance, by organizing fora like this meeting where all of us can exchange the
latest information with one another and share the best practices to protect critical infrastructures.

Session 8: Information Sharing of National and Regional Approaches, Good Practices and
Guidelines, cont’d

44. Session 8'** provided a continuation of the theme of Session 7 and began with a
presen‘[a‘[ion123 by Pernilla Skant26124, Policy Advisor, European Network and Information Security
Agency (ENISA)'?, Belgium. She presented the status of ENISA which began operation earlier this
year. She noted that in Europe, there was a recurring theme of a need to share information and raise
awareness with regard to risks and best practices related to computer and internet usage. In that
regard, ENISA shall help make Europeans more advanced and security conscious IT-users and they
look forward to cooperating with the European network and information security community.

45. This was followed by a presen‘[ation126 by Richard Cheong'?’, Assistant Director, Infocomm
Security Division, Infocomm Development Authority, Singapore. In his talk, Mr. Cheong explained
that Singapore has recently adopted a three-year Infocomm Security Masterplan'®®, with the goal of
defending Singapore’s critical infrastructure. The implementation phase of the Masterplan will now
begin, with an emphasis on public-private partnerships.

46. In the final presentation of this session, Adam Golodnerm, Director, Global Security and
Technology Policy, Worldwide Government Affairs, Cisco Systems Inc., focused on three broad
issues in his presentation; the state of security, innovation as the key to address the security
challenges and risks, and the policy implications of innovation, trust and globalization. He touched
upon some of the questions related to incentives for security that had come up earlier in the
meeting. His perspective was that companies have intense incentives to be secure. Security can even
be seen as a competitive advantage, not only by increasing efficiency in company processes and
thus productivity but it can also allow the company to build trust amongst its customers. Further,
innovators are increasingly ‘baking’ security into architectures, moving from reactive to proactive
technologies, and transitioning to self-defending networks, that can adapt to unknown threats. He
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emphasized that security can be seen as a three legged stool made up of technology, processes, and
people: all are needed but a balance between the three needs to be sought.

Session 9: Developing Watch, Warning and Incident Response Capabilities

47. Session 9: Developing Watch, Warning and Incident Response Capabilities'*°, chaired by
Suresh Ramasubramanian'', Manager, Outblaze, India, was aimed at sharing insights and strategies
in the establishment of national and regional watch, warning and incident response capabilities.
This includes CSIRTs (Computer Security Incident Response Teams) and/or ISACs (Information
Sharing and Analysis Centres).

48. Bing Zhangm, Senior Engineer, CNCERT/CC, People’s Republic of China, made a
presentation on China’s experience in building a national public network emergency response
capability. In his presentation, he outlined the establishment and role of China’s national CSIRT as
well as their experiences and lessons learned. He concluded his talk with his perspectives on the
benefits of global cooperation, including better early warning of attacks, data sharing to increase
analysis capability, technical and information sharing, stopping attacks from other countries and
tracing sources of attackers.

49. This was followed by a presentation by Klaus Steding-Jessen'*’, Technical Manager,

CERT.br, Brazil, on incident response initiatives in Brazil. He outlined the history of the
establishment of CERT.br, its relationship with the Brazilian Internet Steering Committee" 4, and its
major initiatives. He discussed their national early warning capability which is widely distributed

across the country, as is a distributed network of honeypots'*’.

Session 10: Developing Watch, Warning and Incident Response Capabilities cont’d

50. Session 10"° was a continuation of the Session 9 theme and started with a presentation by
Nabil Sahli'*’, Chief Executive Officer, National Agency for Computer Security, Ministry of
Technologies of Communication, Tunisia. Mr. Sahli’s presentation provided an overview of
Tunisia’s strategy in security of information systems and presentation of the CERT/Tunisian
Coordination Center (TCC) services and activities. He outlined some of the particular
characteristics and risks for developing economies who are at early stages of ICT development.
These include a lack of awareness, lack of protection tools, and restricted availability of funds that
can be devoted to cybersecurity issues. He also included some informal reflections on the particular
challenges for developing economies in his presentation.

51. Through the ITU BDT cybersecurity fellowship programme, which was established to allow
wider access for developing country participants to the WSIS Thematic Meeting on Cybersecurity,
representatives from Least Developed Countries were given the opportunity to present the state of
cybersecurity in their respective countries. For specific reference to these presentations, beginning
in Session 10 and continuing subsequently throughout the event, please see paragraphs 88 and 8§9.

fhdknk

June 30, 2005 - Cybersecurity Sessions
Session 11: Keynote Speech by Bruce Schneier, Counterpane

52. Session 11"* opened with a keynote speech entitled Negotiating for Security'’ (audio
archive'*’) by Bruce Schneier'"! 142

, Founder and CTO, Counterpane Internet Security, Inc. ™.
Mr. Schneier started his speech by stating that security is ultimately about negotiation, explaining
the title of his presentation. He stated that security is one of the fundamental building blocks of the
information society as everything we now do with information requires some kind of security—
sometimes a little, sometimes a lot, may it be personal, corporate or government related. He said
that to a very real extent the limits of the information society can be seen as the limits of security. In
other words, if we cannot do it securely, we will not do it with computers and on the internet.
Therefore, this means that security is a fundamental enabling technology of the global information
society. Moreover, he noted that society as a whole is increasingly moving onto computers and
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networks and therefore things that had previously nothing to do with computers suddenly do:
whether airplanes or the national power grid, these now have an important information security
component to their secure functioning. This means that information security therefore has become
our general security, which is almost everything. This fact explains our need for an increased focus
on security and why the things we are trying to achieve here at this meeting are so important.

53. Mr. Schneier acknowledged that information security is not doing very well, and that
computers and networks are less secure today than before—even when compared to last year. He
said this is somewhat surprising as we are used to our technologies making things better, not worse.
He noted that in combating spam, we are doing comparatively well. However, we still have really
no idea how to systematically write secure computer programs: instead we are just trying to do our
best. He also stated that every year, attacks are getting worse, and attack tools are getting more
powerful and damaging. At the same time, the amount of expertise required to use attack tools is
decreasing and therefore, relatively unskilled people can do lots of damage. He went further into the
general topic of imbalances in security, noting that the reason why technology is scary from a
security perspective is that technology can fundamentally alter security imbalances. He explained
that normally there is a balance between the attacker and defender. However, technology can
change this balance and make attack tools more powerful and attackers more powerful. However,
sometimes technology can favour the defender. For example, the invention of the radio, which was
quickly adopted by the police, altered the balance between police and criminals. But more often
though, technology tends to favour the attacker because the attacker is quicker to react to it.

54. Mr. Schneier noted that all computer crime is international as on the internet you can be
anywhere, and an attacker is always essentially next door to you. He continued his talk with a
discussion of the issue of complexity. He stated that as a general rule, complex systems are hard to
secure, and this complexity is the worse enemy of security. So even though on the internet, security
is getting better, the problem is getting more complex and therefore worse faster. This is because
complex systems are extremely insecure and since the internet is the most complex system every
built (the telephone being the second most complex), it is no surprise that it still remains a very
insecure system.

Session 12: Technical Standards and Industry Solutions

55. Session 12 on Technical Standards and Industry Solutions'* was chaired by Bill McCrum'*,
Deputy Director General, Industry Canada'”, Canada. Mr. McCrum began with an overview
presentation covering ITU’s standards work on Next Generation Networks (NGN)"*® as well as the
foreseen security requirements. Particular targeted areas mentioned included control of spam, VolP
security, identity management, access control and authentication, data confidentiality, and secure
communications. Mr. McCrum said that global collaboration was necessary, particularly in sharing
network security standards information; collaboration on network security standards activities;
establishing a network of security standards contacts in standards organizations; and fostering
national and international databases of network security standards. Mr. McCrum cited one such
national example as the US Homeland Security Standards Database'*” and an international example
as ITU-T Study Group 17°s"* efforts to coordinate security standardization activities within ITU-T
and beyond. Finally, he noted that network security standardization collaboration is a key element

in progressing the WSIS Plan of Action'®.

56. This was followed by a presentation'*® by Arkadiy Kremer'”', Chairman, Russian Association
of Networks and Servicesm, Russia and Vice Chairman of ITU-T Study Group 17. Mr. Kremer
discussed a standards security baseline for network operators, which is an ongoing standards project
in the ITU with the objective of proposing clear criteria against which each network operator can be
assessed if required. The specific usage of these criteria is dependent on the type of underlying
network technology used by the operator and the related national regulatory. He concluded his talk
by noting that there are a number of standards in the field of information security but these were
only really standards if they widely applied. He suggested ITU could be a leader in joining together
efforts of different standardization bodies on information security standardization processes.

10
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57. The following presentation'® of Jeffrey Sanders'>*, United Nations University International

Institute of Software Technology (UNU-IIST)'> was based on a paper entitled Security and Trust
for Ubiquitous Communication'°. This paper discusses an ethical approach to security and trust in
contemporary computing and communication systems and the specific consequences. The approach
of the authors is that the principle of distribution should apply in which control resides as much as
possible with the individual rather than in centralised agents.

58. This was followed by a presentation'”’ by Mark Sunner'*®, Chief Technology Officer,
Messagelabs'*’. This talk is summarized in paragraph 16 above.

Session 13: Harmonizing National Legal Approaches and International Legal Coordination

59. Session 13 on Harmonizing National Legal Approaches and International Iegal
Coordination'® was chaired by Dr. Hurley. This session recognizes that appropriate legislation and
enforcement are two key elements in building trust in cyberspace. Yet the development of
cyberspace has made a new environment for criminal offences to also become online offences. This
has created problems in the application of penal legislation. As a result, many countries have made
amendments in their penal codes, or are in the process of adopting amendments, in accordance with
standards and obligations in international conventions and recommendations. This session reviewed
current national legal approaches and areas for potential international legal coordination efforts.

60. As a start to the session, a background paper commissioned by ITU, entitled Harmonizing
National Legal Approaches on Cybercrime'®', was presented by Stein Schjolberg, Chief Judge,
Moss District Court'®’, Norway. The paper, authored by Judge Schjolberg and Amanda Hubbard,
US Department of Justice'®, provided a brief history of the issues and legislative enforcement
actions taken to preserve security in cyberspace. The paper also highlighted some of the efforts
regional and international groups have taken to harmonize legislation among States. It also provided
background information on areas where greater standardization and harmonization work could be
beneficial, particularly in the areas of legislation, criminal enforcement and judicial review. The
paper argued that creating a baseline of law is desirable to ensure that no computer criminal can
find a safe haven anywhere in the world. As an example, through ratifying or acceding to the
Council of Europe Convention on Cybercrime'®, States agree to ensure that their domestic laws
criminalize conduct described in the substantive criminal law section and establish the procedural
tools necessary to investigate and prosecute such crimes. This represents a harmonizing influence of
national legal approaches on cybercrime.

61. This was followed by a presentation'® by Claudio Peguero'®, Chief, High Tech Crime
Investigation Department, National Police, Dominican Republic. Mr. Peguero started his
presentation by using two examples to show the possible involvement of a number of countries and
different jurisdictions in single cases, as well as the need to act fast, when investigating a crime. He
said that international cooperation is needed to determine the facts behind the cases in order to bring
the case forward. Mr. Pequero mentioned four main areas that pose great challenges in international
cooperation: enacting sufficient laws to criminalize computer abuses; committing adequate
personnel and resources; improving abilities to locate and identify criminals; and improving
abilities to collect and share evidence internationally to bring criminals to justice. In concluding,
Mr. Peguero noted that every country relies on the others for assistance in responding to the threat
of cybercrime. In that regard, he put forward the notion that each country needs to: enact adequate
substantive and procedural laws; empower its law enforcement authorities to collect evidence for
other countries; and work to enhance the rapid collection and international sharing of electronic
evidence.

Session 14: Harmonizing National Legal Approaches and International Legal Coordination
cont’d

62. Session 14" provided a continuation of the theme of Session 13. In the first presentation'®®,
Richard Downing'®, Project Overseer for Computer Crime, APEC'"’, reviewed the APEC leaders’
commitment to cybersecurity and the APEC Cybersecurity Strategy'’'. Mr. Downing pointed out
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that ministers recognized that “the fight against cybercrime and the protection of critical
infrastructure is built upon the legal frameworks of every economy”. The initiatives in APEC and
the work of the APEC TEL Working Group include a survey of laws in the economies, and
consultations to share cybercrime legislation expertise and experience from one APEC member to
another.

63. This was followed by a presentation' > by Gianluca Esposito'”, Head, Economic Crime
Section, Crime Problems Department, Council of Europe (CoE)'™*. Mr. Esposito went into detail on
the Convention on Cybercrime'” to clarify many aspects that had been brought up in the
discussions earlier. He advocated for countries to adopt the Convention to explore both traditional
and new methods for international cooperation. He hoped that the WSIS process would emphasize
the need and desire to encourage global accession to the Convention on Cybercrime.

64. The final presentation176 in this session was from Tony Rutkowski'’’, Vice President,
Regulatory Affairs, VeriSign'”®, on the topic of International Cooperation for the Protection of Next
Generation Network Public Infrastructure'””. Mr. Rutkowski discussed the evolution to Next
Generation Networks (NGN)"’; issues involved in protecting public network infrastructure; the
basic requirements for infrastructure protection; and the legal basis for cooperation in the
prevention, operations and enforcement domains. In the area of prevention, Mr. Rutkowski
highlighted the ITU’s International Telecommunication Regulations (ITRs)'®, in particular Article
9.1b, of which he describes its historical context in a separate contribution entitled The ITU Treaty
Provisions for Infrastructure Protection: How They Came to Be and Why They Are Relevant

Todaylgz.

65. In his concluding remarks, Mr. Rutkowski recommended: implementing the Atlanta
Declaration'®; collaboration on NGN regulatory models and requirements, particularly those with
trans-national implications; and enhancement of international institutional arrangements for
protecting public NGN infrastructure. Mr. Rutkowski also highlighted a fundamental need to
identify and authenticate network subscribers and providers in order to be able to protect public
communication infrastructures. He said that this was the main scheme adopted'® by the ITU to
effectively protect the global public telecommunications infrastructure.

Thdkdkkenk

July 1, 2005 - Cybersecurity Sessions

Session 15: Privacy, Data and Consumer Protection

66. Session 15: Privacy, Data and Consumer Protectionlgs, chaired by Herbert Burkert186,

President, Research Centre for Information Lawm, University of St.Gallen, Switzerland, examined
a number of initiatives to promote and codify privacy, consumer protection, and data protection
rights and obligations.

67. To start the session, a presentation'™ was given by Alexander Dix'®, Berlin Commissioner for

Data Protection and Freedom of Information, and Chairman of the International Working Group on
Data Protection in Telecommunications IWGDPT)'’. Mr. Dix explained the history of IWGDPT
and its context within the framework of the International Conferences on Data Protection and
Privacy Commissioners. The IWGDPT has as its overall objective the improvement of privacy and
data protection in telecommunications and the media. Among its other activities, the working group
has proposed a series of Ten Commandments'' to protect privacy in the internet world. Mr. Dix
summarized his talk with the premise that cybersecurity is based on respect for the privacy of users;
that a network under constant surveillance would create insecurity and deter users; and that there
are intelligent ways to fight cybercrime and respect the human right to privacy on the internet at the
same time.

68. This was followed by a presentation of a paper'’> entitled Privacy and Cyberspace:
Questioning the Need for Harmonization, contributed by Gus Hosein'”?, Senior Fellow, Privacy
International'®*. Mr. Hosein said that we are now seeing a rise of benign ‘international’ standards
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with a supposed compelling need to co-operate, harmonize, and standardize. He said that, as a
consequence, national congresses and parliaments are no longer debating at length key issues
because of their seemingly benign nature to comply with “international standards”. He said that
governments have learned this and are now pursuing policies internationally to establish standards
that they can then bring home as benign international instruments'®’. Governments then speak of a
need to harmonize as a reason to change national law, even when this may go against all prior
national deliberations that may have occurred. He argued that we must stop seeing harmonization as
a goal in itself. In a realm of globalised policy-making, this means that international institutions are
deciding policies without scrutiny of national parliaments.

198

69. The next presentationl%, by Valerie Steeves'’, University of Ottawa'”®, Canada, discussed the
tensions between the human rights and data protection conceptions of privacy. Ms. Steeves
highlighted what she saw as a fundamental disconnect between current legislative frameworks and
citizen concerns about privacy. In particular, she emphasized that a focus on data protection alone
cannot protect the social meaning of privacy as experienced by real people living in a community.
Ms. Steeves continued her presentation with her views of the key actions that need to be taken in
order to create a global culture of cybersecurity. These included: going beyond data protection as
this is insufficient in itself; creating infrastructures that protect the social value of privacy as a
fundamental human right; critically questioning the purposes for surveillance; and choosing the
least invasive alternative so we can continue to enjoy the human right of privacy in the future.

Session 16: Developing Economies and Cybersecurity

70. Session 16: Developing Economies and vaersecuritvwg, chaired by Betty-Ellen Shavezoo,
Senior Counsel/Coordinator for International Computer Crime Matterszm, Department of Justicezoz,
United States, discussed the security issues faced by developing and transition economies and how
their responses support the global cybersecurity effort.

71. A globally interconnected information network makes it clear that cybersecurity cannot be
effectively addressed by individual nations or even groups of industrialized countries; it requires a
combined effort by government, industry, law enforcement, and citizens of all countries worldwide.
Developing countries face unique challenges in developing security policies and approaches
appropriate to their circumstances. As security is an important component of the policy framework
for the internet, developing countries need to: ensure that their laws cover cybercrime, develop
partnerships between government and the private sector to address cybersecurity, improve the
sharing of information, and raise security awareness among all users.

72. Ms. Shave highlighted that the overall US approach is to encourage the development of
cybersecurity strategies, information sharing and outreach to the public. In her session remarks, she
discussed a number of resources where developing countries can get assistance. To obtain
assistance with drafting cybercrime statutes, examples of multilateral contacts that can be consulted
include the Asia Pacific Economic Cooperation (APEC)203, the Organization of American States
(OAS)*™, and the Council of Europe (CoE)*®, as well as individual countries. Private critiques of
draft cybercrime statutes can be obtained from APEC and the United States. For awareness-building
or consciousness-raising, including for policy-makers; multilateral organizations such as APEC,
OAS, OECD, and Interpol as well as individual states can provide good contacts. The US
Department of State has also established a visitor program to aid with these kinds of initiatives. To
obtain training for law enforcement in cybercrime, cyber-forensics, and how to set up a cyber-
investigation unit, interested parties can consult APEC, OAS, the G8*% (to a limited extent) and
Interpol, among other multilateral groups. Moreover, many individual countries offer such training.
The US provides such training via many US investigating agencies, International Law Enforcement
Academies®™’ on most continents, and US Agency for International Development®®® programs. In
addition, developing countries themselves have valuable information to share with each other. Two
other groups increasingly working in cybersecurity are the development banks (both global and
regional institutions) and the private sector. There is also an increasing interest in routine formal
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training of law enforcement by companies, groups of companies, national trade associations, as well
as interest by the private sector in talking to national policy makers.

73. The first presentation®” in the session was given by Michel Maechler”'®, Senior ICT
Specialist, World Bank®''. Mr. Maechler noted the increased importance of ICT in development
projects, whether as standalone ICT projects or as components of sectoral projects such as those in
education, private sector development, government reform, agriculture, etc. He outlined some of the
cybersecurity-related projects and initiatives of the World Bank. He stated that a more
comprehensive cybersecurity agenda was needed including: engaging in a holistic approach to
protecting critical information infrastructure; adopting multidisciplinary and cross-sectoral
approaches; applying and producing practical methods and deliverables, such as country
assessments; awareness raising through regional and global dialogues in conferences and
workshops; dissemination of best practices and standards; building knowledge and skills; technical
assistance, policy and investment lending and analytical work and surveys. Mr. Maechler also
suggested three alternate ways to provide funding for cybersecurity initiatives: by raising the
questions if the design and appraisal of development projects should systematically include
safeguards on e-security, identification of related risks and mitigating measures; if a dedicated fund
for cybersecurity should be created; and if, as many donors consider that there is enough money for
ICT projects, the Digital Solidarity Fund®'? could be partly used to that effect.

74. This was followed by remarks by Sy Goodman®", Georgia Institute of Technology®'*, USA,
on some of the key issues he saw facing developing economies. Mr. Goodman started his talk by
noting that the growth of the internet had initially been quite slow. However, he said today the
internet “comes to ground” in about 200 countries and that most of those can be described as lesser
developed economies. He said that a lot had been said during the meeting emphasizing that
developing economies needed to worry about cybersecurity. He saw one important new reason
being the phenomenon of outsourcing. He said the basic tenet of outsourcing is that it stretches
geographically the supply chain, exacerbating both problems of cybersecurity and privacy. The
second issue highlighted by Mr. Goodman relates to the profile of the new kinds of users of the
internet in developing economies. These are often people in rural areas who are particularly
vulnerable to invasion of their privacy. Mr. Goodman also emphasized that cyber-defence at any
level of skill is much harder than offence. This implies that the technical and managerial education
level must be higher than that of the attackers. Yet this is a problem even in developed countries
and therefore, lesser developed countries are at a huge disadvantage.

75. Mr. Goodman further emphasized what he had heard during this meeting that there was a
general lack of awareness of cybersecurity issues at high levels of government. He would
emphasize that this was at “especially” the highest levels in governments. Therefore, one reason he
saw for lesser developed countries to become party to international agreements is that it help raised
awareness at high political levels. Mr. Goodman also made a contribution to the meeting the report
from a recent (May 2005) Workshop on Exploring International Dimensions of Cybersecurityzls,
which co-sponsored by the Sam Nunn School of International Affairs, Georgia Tech Information
Security Center, Georgia Institute of Technology, and the School of Engineering, Carnegie Mellon

University.

76. The following presentation®'® by Basil Udotai*'’, Coordinator, Nigerian Cybercrime Working
Group (NCWGQG), Office of the National Security Adviser, Nigeria, began by highlighting the
“development paradox of cybersecurity”. The paradox is the promotion of ICT adaptation and
internet penetration in developing countries while at the same time warning of the very real dangers
of cybersecurity. Mr. Udotai said the internet, more than anything else before, has a great potential
for redefining global cooperation. He said we must be aware of the realities of “forum shopping”,
which is the tendency for hackers and spammers to exploit the least regulated and most permissive
jurisdictions from which to launch cyber attacks. He stated that because there is little or no
incentive for security in developing economies and because it is internet connectivity, not proximity
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which determines who our neighbours are on the internet, developing countries represent the
weakest link on the chain of the Information Society.

77. Mr. Udotai said that evolving a truly global culture of cybersecurity means assisting
developing economies in adopting the “technology, processes and people” of cybersecurity. He said
that accomplishing global cybersecurity is not only essential for the survival of Information Society,
but it is also a matter of strategic economic interest for advanced economies. Mr. Udotai suggested
that ITU should be at the forefront of the effort to evolve a truly secure global information system.
In particular, he suggested that the ITU should consider establishing a Unit to promote
cybersecurity in developing economies and to harness development assistance initiatives of the
advanced economies. Such a Unit would be responsible for: organizing regular meetings amongst
developing economies; monitoring progress made at national levels; documenting cybersecurity
measures adopted by developing economies; and coordinating experience sharing both on a peer-to-
peer basis amongst developing countries and with their advanced counterparts.

78. The final speaker in this session was Alexander Ntoko®'®, Chief, E-Strategies Unit,
Telecommunication Development Bureau (BDT), who presented the ITU Development Sector’s
mandate and activities in cybersecurity. Mr. Ntoko said some of their deliverables included:
implementing projects on cybersecurity for e-commerce, e-government and e-health; formulation of
national policies by assisting ITU Member States in addressing technology and policy issues on IT
security for e-applications and the internet; development of E-legislation through providing
guidance on the development of laws and model legislation related to the prevention of cybercrime,
security and data privacy and increasing awareness on secure e-applications. Mr. Ntoko also
highlighted some regional cybersecurity workshops and seminars that were planned in the near
future by the BDT’s E-Strategies Unit*'’.

Session 17: The Way Forward - Frameworks for International Cooperative Action

79. Session 17: The Way Forward — Frameworks for International Cooperative Action’® was

chaired by Deborah Hurley and looked at possible next steps and the way forward in international
cooperative action.

80. As an introduction to the session, rapporteurs provided reviews of sessions held throughout the
four day meeting. These rapporteurs included Tom Dale, General Manager, Strategic Policy
Branch, Australian Department of Communications, IT & the Arts (DCITA) and Chair, OECD Task
Force on Spam; Suresh Ramasubramanian, Manager, Outblaze, India; Bill McCrum, Deputy
Director General, Industry Canada, Canada; Herbert Burkert, President, Research Centre for
Information Law, University of St.Gallen, Switzerland, and Betty-Ellen Shave, Senior
Counsel/Coordinator for International Computer Crime Matters, Department of Justice, United
States.

81. The rapporteurs were asked by the Chairman to speak on behalf of the sessions and to give
advice on the main outstanding issues that needed to be addressed in the near-, medium- and long-
term. They were also asked to address the possible future role that the ITU and other international
organizations could potentially play in the area of security of information systems.

82. Tom Dale, in his review of Sessions 2 through 5 on countering spam, started with a reflection
on the question if we are “winning the war on spam”. He said we are indeed winning some battles
in preventing spam from reaching the end user. However, he saw the next battle and main issue
looking forward as focusing on stopping spam being sent out in the first place. He said that key
issues that needed to be addressed to reach this goal included: a common theme of focusing on
international cooperation in different areas and on different levels, incorporating the needs of
developing countries; the role of the private sector in cooperating with governments; the role of the
regulator, the development of robust legislative tools and working together with regulators in other
countries through different forums; and finally, the role of international organizations.

83. Mr. Dale noted that ITU and OECD are already in discussion on closer coordination on spam
on a continuing basis and APEC is also hoped to join these discussions. It was proposed during the
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meeting that APEC, OECD and ITU explore over the coming two years a series of meetings on how
they could specifically rationalize their commitment of resources through sharing information on
their activities and working together toward a common countering spam agenda.

84. In his intervention reviewing Sessions 9 and 10, Suresh Ramasubramanian pointed out that
cybersecurity, like spam, requires two things; instant smooth and coordinated channels of
communication and action, as well as split second reaction times aided by the development of new
tools and monitoring systems that do not compromise user privacy. He said that acting fast and
sharing information with colleagues and stakeholders around the world was crucial. However,
despite all the watch and incident response systems, there are still too many users online who do not
have enough awareness about the bad things that can happen to them. In order to fight the war
against malware, spam, etc., a lot of hard work was still needed. He emphasized that access to
secure internet resources need to be promoted and newer versions of software needs to be made
readily available to everyone.

85. Bill McCrum, in reviewing Session 12, addressed some of the crucial issues important in
building a robust global telecommunication platform based on standards. He spoke of the
vulnerabilities that often come through quick design, and how this can ultimately hurt users in the
market place. He said we should give a warning for consumers on spam: “don’t buy, don’t try, don’t
reply, and if you get scammed, don’t cry” when it comes to conducting transactions on the internet
today. He said that many things still needed to be done in area of standards and platforms including:
standardization for the telecommunication networks and the need for international best practices
and standards in the deployment of new products; guidelines to avoid products being launched with
deficiencies that can easily be exploited; the need for a wider audience and participation in the
standards development discussions, including the user community; the need for basic validation
toolkits that can be used to assess vulnerabilities in new technologies that are about to be deployed
in a telecommunication network; and finally, the need for focused attention on formal techniques
for communication protocols. He concluded with the remark that on the internet everyone is your
neighbour, and there are some pretty shady neighbours out there.

86. Herbert Burkert looked at the issues discussed in Session 15 through a number of micro,
meso, and macro level suggestions. On the micro level, these included the exchange of best
practices to encourage human rights-enhancing cybersecurity systems; exchange programmes for
personnel from the security side and human rights organizations; and encouraging people to assess
their own cyber behaviour on a more regular basis. On the meso level, he said that there was a need
for a shift from a security guided approach to a risk oriented approach; encouraging more risk
assessment, risk education, risk communication, and risk insurance as well as the reconsideration of
the keyword “trust”. On the macro level, he said two additional values should be added to the risk
equation; “privacy” as a prerequisite to reach any other as a human right, and “transparency”. In
conclusion, he emphasized that stakeholders need to look for new platforms that allowed for
international organizations to share and exchange their findings, set up standards, and norms.

87. Betty-Ellen Shave, in reviewing Session 16, discussed the United States of America’s
approach to encouraging the development of national cybersecurity strategies. She said the elements
of such strategies could include: adequate legal frameworks; watch, warning and recovery efforts;
public-private partnerships; and outreach to the public to build a culture of cybersecurity. Within
this framework, Ms. Shave encouraged that ITU should consider which elements of this strategy
lies within the ITU’s mandate as determined by its Member States.

Additional Contributions to the Event

88. Through the ITU BDT cybersecurity fellowship programme, which was established to allow
wider access for developing country participants to the WSIS Thematic Meeting on Cybersecurity,
representatives from Least Developed Countries were given the opportunity to present the state of
cybersecurity in their respective countries. These presentations included: State of Cybersecurity in
Afghanistan, contributed and presented by Khaled Saleem, Ministry of Communications,
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Afghanistan; Cyber Security - Bangladesh Perspective, contributed by Reza Salim, Bangladesh
Friendship Education Society (BFES), Bangladesh; State of Cyber Security in Ethiopia, contributed
and presented by Balcha Reba, Ethiopian Telecommunication Agency, Ethiopia; State of
Cybersecurity in Lao PDR, contributed by Somlouay Kittignavong, Science Technology and
Environment Agency (STEA) and presented by Khamla Sounnalat, Ministry of Communications,
Transports, Posts & Constructions, People's Democratic Republic of Lao; State of Cyber Security in
Lesotho, contributed and presented by Ntabiseny Pule, Lesotho Telecommunications Authority,
Lesotho; Country Paper: Maldives, contributed and presented by Naheed Mohamed Riza, National
Centre for Information Technology, Maldives; Cybersecurity in Context of Nepal, contributed and
presented by Laxmi Kanta Shrestha, Nepal Telecom, Nepal; Reunion Thematic du SMSI sur la
Cyber securite - Contribution du Niger , contributed by Aboubacar Abdou Fogue, Ministere de la
Communication, Niger; Cyber Security in Tanzania - Country Report, contributed and presented by
Peter Rudolf Ulanga, Tanzania; State of Cybersecurity in Uganda, contributed and presented by
Simon Bugaba, Uganda Communications Commission, Uganda; and State of Cybersecurity in
Zambia, contributed and presented by Patrick Mubanga Mutimushi, Communications Authority,
Zambia.

89. These speakers provided valuable insights into the cybersecurity challenges in their countries,
demonstrating how lack of awareness, coordination, information sharing and trained human
resources are challenges. It was pointed out that as laws often take very long to put in place and
must also be matched by effective enforcement, other complementary measures need to be taken
immediately to be able to work towards a more secure cyberspace. Often lacking in resources,
developing countries representatives learned that cybersecurity is an issue of concern in both
developing and developed countries, and hopefully this mean that solutions will be sought on a
global scale.

90. In addition to the background papers presented in the different sessions, and the contributions
received through the ITU BDT fellowship programme discussed in paragraphs 88 and 89, additional
contributions to the event were received. These included: Legal Framework for Ensuring
Cybersecurity in the Republic of Azerbaijan, contributed by Ministry of Communications and
Information Technologies, Republic of Azerbaijan; Creating a Safer Information Society - National
Information Security Strategy, contributed by the National Information Security Advisory Board,
Finland; Vers [1’Etablissement d'une Souverainete Nationale Numerique, contributed by
Organisation Internationale pour la Sécurité des Transactions Electroniques (OISTE) and WISeKey
SA; La Société de I’Information et les Problémes de Sécurité, contributed by J. Archibald of McGill
University; Workshop on Exploring International Dimensions of Cybersecurity, contributed by
Carnegie Mellon University; The ITU Treaty Provisions for Infrastructure Protection: How They
Came to Be and Why They Are Relevant Today, contributed by Anthony Rutkowski; and Privacy
and Cyberspace: Questioning the Need for Harmonization, contributed and presented by Gus
Hosein, Privacy International.

Session 18: Close of Meeting and Summary

91. In her remarks both during and in summarizing the event, Dr. Hurley put forward a number of
comments and reflections on the WSIS Thematic Meeting on Cybersecurity.

92. With regard to the first day’s discussion on spam, valuable experiences had been gained since
the ITU WSIS Thematic Meeting on Countering Spam held in July 2004. However, there was no
clear consensus as to whether we were winning or losing the war on spam. Complicating this was
that spam was under constant mutation from an annoyance to a more general cybersecurity threat.
Spam should also be seen as not limited to internet email but rather considered in a broader context
of “unwanted or unsolicited communications”. As examples, experts said spam is very likely to
migrate in the near future to new platforms such as mobile and Voice over Internet Protocol (VoIP)
networks. Spam was also seen as increasingly a professional criminal activity and a delivery
mechanism for many other security threats including phishing, endless permutations of scams,
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advance fee fraud, and viruses. A consequence of this was that studies demonstrated that consumer

confidence in the internet was eroding fast™'.

93. Spammers are now more effectively leveraging the hijacking of millions of private computers,
by infecting them with viruses, worms or trojans, turning each infected machine (viz. zombie) into
an anonymous proxy under the control of the spammer. These zombie botnets, besides relaying
spam, were also being used to launch Distributed Denial of Service (DDOS)*** attacks against
internet sites.

94. The WSIS Thematic Meeting on Countering Spam, held in July 2004, suggested that a
comprehensive approach to countering spam should be five-layered, including:

e Strong legislation;
e The development of technical measures;

e The establishment of industry partnerships, especially with Internet Service Providers,
mobile carriers and direct marketing associations;

e The education of consumers and industry players about anti-spam measures and Internet
security practices;

e International cooperation at the levels of government, industry, consumer, business and anti-
spam groups, to allow a global and coordinated approach to the problem.

Evolution in each of the areas is discussed below.

95. Strong legislation: On the legislative front, a great deal of experience has also been gained as
to the commonality, differences and effectiveness of different approaches of national anti-spam
legislation. A background paper entitled A Comparative Analysis of Spam Laws: the Quest for
Model Law?* analyzed the level of consensus and differences among extant laws and made some
preliminary recommendations for inclusion in national spam legislation. It also considered the
potential for and the likely efficacy of a model spam law. However, it was also emphasized by a
number of speakers that as spam has become a more criminal-like activity, legislation was not
particularly helpful unless it was tied to effective enforcement. This enforcement is often expensive,
complex, and cross-jurisdictional in nature which has lead to several international initiatives

224
focused on cross-border enforcement™".

96. The development of technical measures: On the technical measures front, although there has
been a lot of related activity, no single standard had yet emerged from a number of proposals (e.g.,
SPF*®, Sender ID**°, DKIM**, CSV*%, CLEARm). In fact, it was emphasized that these technical
proposals do not directly stop spam—rather they provide a mechanism to authenticate the sender
thus preventing the spammer’s server from masquerading as another source.

97. The establishment of industry partnerships, especially with Internet Service Providers,

mobile carriers and direct marketing associations: One new development is that a number of

messaging operators have established the Messaging Anti-Abuse Working Group (MAAWG)*,

bringing the industry together to effectively address the growing problem of messaging abuse on
both technical and policy fronts. MAAWG is active in evaluating different anti-spam technologies

. . . 231
from a provider’s point of view™ .

98. The education of consumers and industry players about anti-spam measures and
Internet security practices: It was clear that there was a significant need to raise awareness of the
need for a systematic and consistent approach to spam and more general cybersecurity issues and to
promote user education and training. A programme of education and training needs to be developed
at all levels, including for schoolchildren, in order to reinforce an understanding of security issues,
as well as discouraging teenagers from becoming hackers. Security should also become a
component of information system design courses, for example, by ensuring the systematic inclusion
of security considerations during design projects.
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99. International cooperation at the levels of government, industry, consumer, business and
anti-spam groups, to allow a global and coordinated approach to the problem: Much work still
needs to be done on international countering spam cooperation involving many actors. At the
simplest level, this implies sharing information on the many disparate activities taking place. At that
next level, this means attempting to rationalize activities through joint cooperation projects. There
are a number of international cooperation initiatives™> underway. At the intergovernmental level,
APEC, OECD and ITU are beginning to explore through a series of meetings how they could
rationalize their commitment of resources through sharing information on their activities and work
together toward a common countering spam agenda. There are also a growing number of national
and regional initiatives to educate users on how to safely use the internet. The rapid recent increase
in phishing and identity theft, widely reported in the press, has also served to sensitize users.

100. On the broader issues of cybersecurity, the Chairman restated her perspective that most of the
challenges related to protecting information systems are non-technical. Rather, they revolve around
the management of highly complex systems, where interdependencies, magnitudes and
consequences of disruptions are not yet well understood. This was echoed by other speakers. For
example, Bruce Schneier in his talk noted that complex systems are hard to secure, and therefore
complexity is the worse enemy of security. So while internet security is getting better, the total
environment is growing in complexity and as a result overall security is getting worse. There are a
number of factors that contribute to this, including the continual addition of more computers,
communication networks, data, information, and, most significantly, human beings. In the latter
case, it was demonstrated”® by Mr. Schneier that there is an inverse relationship between the
availability of hacking tools on the World Wide Web and the necessary sophistication of hackers.
Therefore, less and less skill is needed to do damage. He noted that security is never an abstract
concept; it is always in context of an attacker and a defender. In the WSIS process, it is vital to
remember whose interests we are serving: governments', businessess', or the peoples'. Cybercrime
and cyberterrorism is important, and there are many international bodies already working on those
problems. Where the WSIS can make a difference is in cyber-rights: security from government and
business. As more of our society extends into cyberspace, it is vital that the international
community demand that governments and businesses respect human rights in cyberspace, privacy in
cyberspace, and fair-use rights in cyberspace. The very aspects of computers that make crime such
a problem also makes it easy for powerful organizations to trample individual rights.

101. Despite the insecurity of the internet, it was also clear that the performance criteria and quality
of service requirements expected of the internet were changing rapidly, as it becomes a mass
medium used widely throughout society. The early internet performance standard was “best effort”.
It is apparent from ongoing convergence that this quality of service performance and guarantee is
no longer sufficient and that a standard similar to that applied to telephony services and emergency
services—i.e., constant availability—will be required. It was noted that many of these
considerations are being debated under the context of architectural and security considerations of
standards for Next Generation Networks.

102. It was repeatedly noted during the event that while a lot is known about computer security,
implementation lags far behind, with continued failure to implement security measures. There are a
number of reasons for this. To date, reliable data and indicators on security vulnerabilities, threats,
and breaches is still insufficient. It is argued that better data will help because it will demonstrate
more clearly the need for improved information security. Likewise, incentive structures to
encourage individuals and the private sector to improve critical infrastructure protection may be
necessary. This could take the form of insurance requirements, liability, standards, deductions
and/or tax credits.

103. Dr. Hurley noted an issue that had been raised was more consideration as to the potential
liability of software developers for bugs in their products and services. However, it was also put
forward that companies now have sufficient incentives to be secure and build secure products. In
that regard, security could be seen as a competitive advantage, not only by increasing efficiency in
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company processes and thus productivity but because it allows the company to build trust amongst
its customers.

104. As the internet evolves into a public infrastructure necessary for the general functioning of
society, there are new considerations evolving for protection of this critical infrastructure. It can be
noted that governments typically impose certain capability requirements when the general public is
dependent on an infrastructure. Therefore, security includes not only the important issue of robust
performance for daily business and personal activities, but also inevitably raises issues of critical
infrastructure protection, law enforcement and national security. The background paper entitled A
Comparative Analysis of Cybersecurity Initiatives Worldwide**, provided insights into common
themes and best practices by different countries; how the topic of cybersecurity had made it onto the
security political agenda, and how the topic is being approached internationally.

105. The background paper entitled Harmonizing National Legal Approaches on Cybercrime™”
provide a history of the issues and highlights some of the efforts regional and international groups
have taken to harmonize legislation. The paper also suggests areas where additional work could be
beneficial, particularly related to legislation, criminal enforcement and judicial review. Generally, it
was felt that creating a baseline of law globally is desirable to ensure that no computer criminal can
find a safe haven. There remain a number of challenges in this area including enacting sufficient
laws to criminalize computer abuses; committing adequate personnel and resources; improving
abilities to locate and identify criminals; and improving abilities to collect and share evidence
internationally to bring criminals to justice.

106. The Chairman stated that while law enforcement and national security issues must be
competently addressed, they must be accomplished based on a foundation of human rights and in
the context of the use of these information systems in civil society. In that regard, she pointed out
that there is a body of several human rights conventions that have been adopted by approximately
150 countries.

107. There was debate about the tensions between security, human rights and data protection. It
was stated by speakers that a focus on data protection alone cannot protect our social meaning of
privacy as experienced by real people living in a community. In this regard, privacy and security
should be seen as compatible and mutually reinforcing. Indeed a right to security could be
considered itself as a human right and it was expressed that we should chose the least invasive
alternative so we can continue to enjoy the human right of privacy in the future.

108. Evolving a global culture of cybersecurity also means assisting developing economies in
adopting the “technology, processes and people” of cybersecurity. Developing countries had a
particular set of challenges, including lack of awareness (particularly at high levels of government),
coordination, information sharing and trained human resources. Highlighted was the “development
paradox of cybersecurity” where there is promotion of ICT adaptation and internet penetration in
developing countries while at the same time warning of the very real dangers of cybersecurity.

109. It was noted that trained cybersecurity professional are lacking even in developed countries so
developing economies are at a huge disadvantage. Often lacking in resources and with little or no
incentives to address these issues, developing countries represent the weakest link on the chain of
the Information Society. It was also stated that the new users on the internet from developing
economies were particularly vulnerable.

110. In the context of developing countries, it was stated several times during the event that the
adoption or recognition of base-related legislation could help facilitate international cooperation to
combat cybersecurity threats and that this also assisted in raising awareness at high national
political levels. However, it was also argued that this international harmonization should be
balanced against national due legislative process. Equally, exchanges of best practices among
developing countries should be encouraged. Learning from other national experience, countries
could establish a balanced national security policy framework and adequate monitoring tools; adopt
or recognize base standards for e-security for government agencies; create CERT/CISRT type
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activities; create an e-security culture through awareness programs and capacity building; and
promote private sector and public/private sector initiatives.

111. In the international arena, more linkages and coordination are clearly needed between all
stakeholders. While there is urgency in tackling cybersecurity issues, there is also a need for
pragmatic simple steps towards international cooperation and capacity building from current
national experiences through an inclusive dialogue involving all actors and international
organizations that have a role and expertise in cybersecurity issues. A necessary next step involves
identifying the specific roles of different stakeholders relative to the themes addressed in this event
including: information sharing of national and regional approaches, good practices and
cuidelines®®; developing watch, warning and incident response capabilities™’; technical standards

and industry _solutions® 8; harmonizing national legal approaches and international legal
coordination®’; privacy, data and consumer protection’”’; and developing countries and

. 241
cybersecurity”™ .

112. The Chairman said that as this particular event was held in the context of preparation for the
second phase of WSIS**?, to be held in Tunis in November 2005, and related follow-up
mechanisms, the results of this meeting will therefore be reported to the WSIS preparatory process.

113. In closing the meeting, the Chairman thanked the participants, the ITU Secretary-General and
all involved ITU staff for their efficient and dedicated support for this event.
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216 hitp://www.itu.int/osg/spu/cybersecurity/presentations/session 16_udotai.pdf
http://www.itu.int/osg/spu/cybersecurity/speaker_bios.html#udotai

218 hitp://www.itu.int/osg/spu/cybersecurity/speaker_bios.html#ntoko

19 hitp://www.itu.int/ITU-D/e-strategy/

220 http://www.itu.int/osg/spu/cybersecurity/agenda.html#session17

217

2! For example, see http://www.pewinternet.org/report_display.asp?r=102 and http://www.gartner.com/press_releases/asset 129754 _11.html

22 See http://staff.washington.edu/dittrich/misc/ddos/ for references on DDOS.

223 See http:/www.itu.int/osg/spu/cybersecurity/docs/Background Paper Comparative Analysis_of Spam Laws.pdf. The authors of the paper are
Derek E. Bambauer, John G. Palfrey, Jr., and David E. Abrams, Berkman Center for Internet & Society, Harvard Law School.

24 http://www.itu.int/osg/spu/spam/intcoop.html
http://spf.pobox.com/
26 http://www.microsoft.com/mscorp/safety/technologies/senderid/

227 http://mipassoc.org/mass/
228 http://mipassoc.org/csv/

225

29 http://mipassoc.org/clear/

20 hitp://www.maawg.org

31 For example, see http://www.maawg.org/news/maawg050711 on its evaluation of email authentication proposals.

2 For example, see http://www.itu.int/osg/spu/spam/intcoop.html
33 http://www.itu.int/osg/spu/cybersecurity/presentations/session11_schneier.pdf

34 http://www.itu.int/osg/spu/cybersecurity/docs/Background_Paper_Comparative_Analysis_Cybersecurity Initiatives Worldwide.pdf

3 See http://www.itu.int/osg/spu/cybersecurity/docs/Background_Paper Harmonizing_National and Legal Approaches on_Cybercrime.pdf. The
authors of the paper are Stein Schjolberg, Chief Judge, Moss District Court, Norway and Amanda Hubbard, Trial Attorney, Computer Crime and
Intellectual Property Division US Department of Justice, United States.

236 http://www.itu.int/osg/spu/cybersecurity/agenda.html#session7

57 http://www.itu.int/osg/spu/cybersecurity/agenda.html#session9

28 http://www.itu.int/osg/spu/cybersecurity/agenda.html#session12

29 http://www.itu.int/osg/spu/cybersecurity/agenda.html#session13
20 hitp.//www.itu.int/osg/spu/cybersecurity/agenda.html#session15
http://www.itu.int/osg/spu/cybersecurity/agenda.html#session16
** http://www.itwint/wsis/
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The Messaging Anti-Abuse Working Group (MAAWG.org)
Code of Conduct for Messaging System Operators

The Code of Conduct is a voluntary set of principles directed at MAAWG member and nonmember
Messaging System Operators that seeks to discourage bulk messaging abuse of any [1] peer-to-peer messaging
platforms. Specifically the Code of Conduct:

m Provides aset of principles for the responsible operation of a messaging service.

m Provides a framework for expected Messaging Operator actions in response to abuse (bothfor
abuser and abused) and direction for inter-operator communications.

Principles of the Code of Conduct [2]:

1. Messaging operators should provide end users with a policy document (e.g., Acceptable Use Policy),
which defines permissible/prohibited uses of the messaging services.

2. Messaging operators shall make reasonable efforts to hold customers accountable to the network’s
Acceptable Use Policy. Patterns of abuse that emanate from an operator’s networkshould be a
concern to that operator and its customer(s) to resolve in a timely manner.

3. Downstream receivers have the right to protect their servers, networks, users and other applicable
resources from abuse by other operator’s systems. In exercising this right, they may take action that
prevents abusive messaging systems from accessing their resources. Decisions to implement
protective measures to prevent access or provide reduced access to a particular messaging operator’s
resources should be based on evaluating the need to protect those resources with the desire to deliver
quality messaging service to an operator’s users.

4. Messaging operators should make reasonable efforts to communicate with other operators regarding
abuse issues via manual or automated methods to address implementation of "protective measures."”

Note 1: The Code addresses messaging from a particular sender to a defined group of recipients and is not
explicitly meant to apply to those Internet institutions for the publishing of messages to a generalized
audience that is self-selected, such as Usenet or Listservs.

Note 2: The Code’s principles may further be supported by MAAWG Best Practices documents, if and
when developed and approved. The Best Practices documents are intended to highlight technical
implementations and operational recommendations for the principles of the Code.

Note 3: The Code is not meant to supplant, supercede, or otherwise replace any accepted standard of the
IETF. It should be interpreted and applied in conformity with relevant rules of international law, laws of
individual Nations, States, or Sovereignties in which messaging operators function, and Internet standards.

© 2005 MAAWG

MAAWG

Messaging Anti-Abuse Working Group
P.O. Box 29920 m San Francisco, CA 94129-0920 m www.MAAWG.org m info @MAAWG.org


http://www.MAAWG.org
mailto:info@MAAWG.org
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Integration Drives Adoption
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WIMAX - Disruptive Potential

* Low CapEx
— Open Standards
— Less concentrated IPR
* Lower Operating Expense
— All IP Network
= WiMAX Backhaul
o Customer Acquisition
— WiFi-like Distribution
* OFDM Performance

Effective Data Rate

Technolo
£ (combined uplink & downlink)




Worldwide WIMAX Trials

IEEE 802.16*
Planned Carrier Trials

Source: Intel estimates

Spectrum by Region
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BCL, New Zealand

Base Station Wireless DSL

Broadcast Communications Limited (BCL)
Wholesale Wireless Access Network.
Nationwide deployment from 74 Base Stations|
Sites
Network designed for 30,000 connections
initially;
— Expansion to 100,000 planned.
Network covers around 100,000 sq km z
5.8 GHz spectrum Range: 50 [
Providing High Speed links — longest distance of
50 km!
Data & Voice
— Each CPE delivers 2Mbit/s Asymmetric DSL
— Up to four 64 kbps TDM voice lines
Courtesy of Airspan Networks, 2004

intgl

Call To Action for Regulators

3.5 GHz Band — fixed & nomadic services

— Explicitly allow Nomadic use in Fixed Wireless spectrum to support indoor modems
and laptops

— Larger block sizes for new allocations
— Access to 3.3-3.4 & 3.6-3.8 GHz bands where 3.4-3.6 GHz has limited availability
2.5 GHz Band — mobile services

— Technologies — such as 802.16 -- which fulfill the services model and adhere to the
regulation should be allowed

5.8 GHz Band — fixed outdoor for Wireless ISPs

— Power output @ 4W EIRP (or 200 mW/MHz)

— Greater access across Europe in a reasonable timeframe
<1 GHz Band-

— Work to re-claim spectrum from digital transition

— Highly desirable for developing nations

intgl

Adopt Technology Neutrality - Support at ITU WP8F




Suburban

CapeX Comparisons as a function of Deployment Spectrum
Propagation analysis baseline:
Suburban, Max Available PL=145dB, f=700 MHz, Ht=50m, Hr=1.5m

1 MIN Site CapEx % Over @700 MHz
—— Cell Radii (Km)

M

Radius (Km) and Capex (%)

1900 2500
Frequency of Deployment (MHz)

BACKUP




Peneztration %

0

>$100k

75-$100k Average

Source: Pew Research, 2005

$10-$30k

Differeneesin
Brieadbzand
Availability

<$10k

Networks Will Be Deployed in Phases

802.16-2004 &
802.16e

Fixed
Outdoor ——__

Backhaul

Wi-Fi* Hotspot

Access Service

Data Overlay w/ Voice

* Frequpto5.8 GHz - Lic& UnLic
* Low cost network

in@esidential Gateway focus

Early
802.16e

Metro Zone

Enterprise
Campus Piconet

=

Portable Service
Cell Data Overlay Network

» Freq < 3.5G Licensed
* Low/Mid cost networks
» Notebook focus

802.16e

Mobile

Mobile Service
Dense Cell Overlay Network
Mobile Triple Play

* Freq < 2.5 GHz Licensed
* Mid cost networks
* Handheld & Notebook




Portable/Mobile Data Enabled by
Standards and Interoperability

IEEE: Proven path to innovation and low cost communications

Ethernet WiFi

(802.3) (802.11)

(802.16)
10Gbps

. I S;leps

1Gbps Carriers: next generation
/ data networks will be
11Mbps OFDMA based

100Mbps °

- 2Mbps  _e° WiMAX is the only OFDMA
10Mbps g
_—= / Seoo® WWAN Standard

1980s 1990s 2000 2010

IEEE Model Proprietary Model

: : 100’s of companies Single company limits the pace of
Investments in Innovations i . q
1000’s of engineers innovation
c . 3 Volume, innovations & competition Ability & Motivation for lower cost/pricing
ost/Price Dynamics . ! N
drives cost/pricing down lacking
h

Broadband Is The Killer Application

Daily Technology Usage

Mobile Voice

ozl gzisel \ . b P
IRIEIEACEESS; Wooilz
SVIS/VIVISESVIENT;

ciczites Minutss Per Day of Useg oy Average criber
Source: A 0lins Publisher's Association, Ints] estigaice




The “Centrino” Phenomenon

Notebook Computer Shipments
Million Units

2001 2002

Laptops Are The Hot Mobile
Devices

Mobile Device Growth Rates

L Yooila Plioges

200 200 2005 2008

Esgfigneitsd

Source: Gartner, June 2005




And Wi-Fi Is The Fastest Growing
Broadband Technology

Million
Units/Lines
120
100

o ] =4 DSIL Line

60

40

2000 2007] 2002 3 2002) 2005

Source: ABI Research, 1GIlO -
DSL added subs used as proxy for added I|nes

The Next Wireless
Transition: OFDM

Dellyergul

‘ Early '90s  Mid-'90s Early ‘'00s  Mid-'00s >

intgl




WIMAX: Fat Channels, OFDMA,
MIMO

3-Sector Cell Throughput Comparison (1xEV-DV Evaluation Methodology)

36

Downlink
30

24

Effective
Throughput to 18
TCP (Mb)

'
IEVADO Flash OFDMUMTS R99 HSDPA  HSUPA
BN 0igs 80216

Sourcs: Intzl Est

Mobile WiMAX Rolling Out Early 2006

Korea Telecom’s Commercial “WiBro”’ Service

@ Seoul Metropolitan
@ Major Cities (20)
@® Minor Cities (54)

“KT is proud to work with Intel to be
the first to rollout WiBRO services,
Mobile Wireless Broadband based
on WiMAX standard technology.”

Dr. Hong, Senior Vice President

Source: Korea Telecom

10



OECD anti-spam Toolkit:
Anti-Spam Regulatory Approaches

Tom Dale,
Chair, OECD Task Force on Spam

Hammamet, 14 November 2005
www.oecd-antispam.org

oECD (@ OoCcDE

OECD Spam Task Force: The Toolkit

Goal: Provide OECD member (and non-member) economies
with policy orientation and support in their fight against spam

@ The Toolkit include 8 elements addressing:
« Regulatory approaches;
« Enforcement concerns;
« Industry driven initiatives;
« Technical solutions;
« Education and awareness tools;
« Co-operative partnerships against spam;
« Spam metrics;
« Improved cross-border cooperation (Outreach).

oEcD (@ ocpE




Anti-Spam Regulatory Approaches:
Goals

e Preservation of utility of electronic
communications:

— Trust of users in messaging media;
— Availability, reliability and cost of the service.

e Prohibition, punishment of spam.
@ Reduction of spam.

oEcD (@ ocpE

Anti-Spam Regulatory Approaches:
Checklist

v Nature of spam and objectives of the legislation?

v Technical element: technology-by-technology description
or technology neutral approach?

v/ Consent: express, inferred, assumed?

v Commercial element: marketing purposes / financial gain?
v Sender information: accurate sender information

v/ Bulk: not all bulk emails are spam

v/ Content: criminal / misleading / pornographic

v Additional requirements: address harvesting, dictionary
attacks, labelling

v Privacy: abuse of personal data (email addresses...)

oECD {({(@ ocDE




Regulation 4mm) Enforcement

e Constraints of anti-spam policies: hidden origin of
spam, cross-border issues, timeliness.

e Focus on enforcement: Enforcement authorities
need appropriate powers, domestic coordination,
common priorities, effective cooperation with foreign
counterparts and private sector.

Development of an OECD Council Recommendation on
Spam Cross Border Enforcement Cooperation to provide
policy guidance for governments to improve their domestic
framework in order to facilitate cooperation and exchange.

oECD (@ ocpE

The Toolkit: resources and materials

@ Anti-Spam Regulatory Approaches paper

@ Report “Spam Issues in Developing Countries”
e Anti-Spam Authorities Enforcement Contact List
e Educational material...

Freely available at:

www.oecd-antispam.org (work in progress)
or
www.oecd.org/sti/spam

oECD ({@ ocDE




www.oecd-antispam.org

® The Toolkitis in evolution.
For contribution, comments
or information, please contact
claudia.sarrocco @ oecd.org

Thank you

e

oEcD {(@ ocpE
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Mohamed EL KADIRI
Directeur Central Technique

Email: elkadiri@anrt.net.ma
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paration
= Etapes de réalisation
= Perspectives et orientations d’aveni

= Ftat des lieux des TIC au Maroc

AROC/ GSR Tuni<ie 14-15 Nov 05



NOUVELLES DONNES N AT

logies d’acces en fibre
, €N cable, en hertzien,

= Croiss de en terme de capacité et
d'acces.
= Diversification de services et d'applications a haut debit.

= Dissolution des barrieres entre les reseaux filaires et les
réseaux sans fils, les services fixes et les services mobiles

* Transitions des modeles economiques : Principes de
complémentarité et de cooperation * coopetition ".

= Convergence : réseaux multiservices et terminaux

intelligents T
- N

-
.— ANRT —Lm.ces NG indicateurse TIC aut MAROC/ GSR Tuni<ie 14-15 Nov 05




Tendances internationales

= Nouveaux meécanismes d’attribu
- Les “class licences”
- Les licences de mobilité restreinte
- Les licences unifiées

AROC/ GSR Tuni<ie 14-15 Nov 05



DEFIS du REGULATEUR o r

-

nement concurrentiel
3S 1ts;

Q,*_‘ I

L

>Garan| arsel a

10logies de I'information et de
la commur |

>Assurer un réle de catalyseur en vue de la création d’un cadre
favorable au développement des nouvelles technologies et a
I’offre de nouveaux services;

»Prendre en compte la convergence et elargir son spectre de
compeétence a des domaines traditionnellement consideéreés
comme faisant partie d’autres secteurs;: _

- N

-
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Cas du Maroc




Le Maroc en Chiffres

[ | 55_ [ JF!{::;H? g 4
urbaine /et Ouarzazate Algéria
= Economie "
= PIB par habitant: 14 497 DH MOI’OCCO
= Parité de pouvoir d'achat : 3900 f'f s Carte du Maroc
USD par habitant ; J
= Croissance du PIB: 3% k /aﬁ;m - R

y

= Inflation maintenue a faible
niveau (2% en 2004)

Efd

d; P ¢
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P '
Yaysage de telecommunications avﬂls'r i
icences Nouvelles géneration (juin 2005) L ——
W www.anrt.ma

FAI |

Opérateur Opérateur Opérateur Opérateur Opérateur ;
Fixe mobile VSAT GMPCS 3RP d
L ’ —— des FSVA

MAROC MAROC SPACECOM

TELECOM
TELECOM GULFSAT
INQUAM
MORATEL i OC
CIMECOM EUROPEAN CONNECT
. DATACOM

MEDITELECOM

MTDS
GLOBALSTAR

AUTRES
ORBCOMM

SOREMAR




s

Contexte marocain:l

Wi s

ance du marché des
n dépassant les 40%;

. v 2 X
. LS

= La téléphor

ja largement p charge par le mobile;

= La convergence voix/données, fixe/mok eléecom/audiovisuelle

atténue Iattrait du « pur » fixe;

» L’émergence de nouvelles technologies permet un meilleur
adressage des marchés du fixe et de I'Internet;

P

* Le projet d’investissement est fortement capitalistique:,ﬂ sur
investissement n’eﬂtif que rarement avant la huitiem ée

ol
-
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Objectifs visés par les licene L 2iNeT
de nouvelle génération e

Des
‘niveau residentiel et ainsi
ement le large bande

= Acces local J

Généraliser I'acces aux télécommunications pour les
menages et les entreprises

" Infrastructures
Accroitre la capacite des réseauﬁrnationaux et longue

distance nationaux ' %
el \

-

que
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Methodologie suivie

= Etude du marché marocain

= Mise a niveau et visibilité des principaux leviers
regulation

* Adoption d’un calendrier re

aﬁ MAROC/ GSR Tuni<ie 14-15 Nov 05



Amélioration du cadre jaridique L

s

1V ( investissement
.U ala fourniture de SVA

-

- Défi 5 alternati esy» et des « exploitants

d’infra atives »
- Introduction de la notion de boucle loc

N

1 vue du dégroupagg '

= Des contributions pour les opérateurs plus limitées

- La contribution au (S.U.) passe de 4 a 2% du C.A. HT net des frais
d’'interconnexion

- Les contribution en matiére de formation, recherche et normalisation
maintenues a 1% mais avec une claire repartition entre « recherche » et «

formation et normalisation » !

.— ANR';—L‘AS NG indicateurse TIC aut MAROC/ GSR Tuni<ie 14-15 Nov 05




Amelioration du cadre juridique * &= r

v

arantir une
> | teur
Sitio ,ﬂ@, inante et les pratiques ayant pour

- \/ |
effet c arché

- Pouvoir de er les litiges en > de pratiques anti-
concurrentielles ainsi que ceux relatifs a la mise a disposition
d’infrastructures ou d’équipements

* De nouveaux mecanismes de regulation pour

renforcer de I'efficacité des procéedures
- Appels a commentaires et Autosaisine
- Mesures d’urgence prévues dans les regles de procedures en matiere
de litiges, de sanctions et de pratiques anti-concurrentielles'\
- Procédure pleinerh‘e.@ contradictoire (garante du droit des parties et de

l'impartialité du régulateur)
- .

ANRT —l icencee NG indicateurs TIC au MAROC/ GSR Tunicie 14-15 Nov 05
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- T AnNeT
A

Consecration des principes generde

T ‘F

| . .*r e
I"’

‘mettant un large choix de
A

_ Voi L/ NE

- Fixe e ocale (rayon d
ses engagements pour les 18 premie

= Liberté de choix d’infrastruct

- Utilisant I'interconnexion

- Utilisant le dégroupage

- Location des infrastructures auprés d’autre opérateurs

- Construction de ses propres infrastructure

= Approche sur mesure

- L’investisseur soumet son projet selon sa n de développement du
marché (approche globale possible, pas de contrainte de couverture ..)

- Plusieurs offres possibles par candidat

N
-

1) : Mobilité 3G apres avoir rempili

s -E‘
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| A

ise a niveau et visibilité des leviers de régulatiog .

.

> d’interconnexion du
ur storique

Py e d’orientation pour la-

libéra secteur elecommunications

pour la pé 2 2004-2008

Contours et calendrier des licences
*Publication De lignes directrices

»Marches pertinents et SMP 2005
»Co-localisation et partage des infrastructures 2005
» Sélection du transporteur 2005/2006
»Dégroupage m 2006/2008

>CMILT / Price Cap o 2006/20_98
.‘ \’1
-

-
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¥ . ANET

Contours des licences de nouvelle Générati

T ‘F

¥ o

J‘.  locale filaire / radio pour offrir des

o ‘ ‘\
- Etab 3seq - : .l e |ocale filaire / radio pour offrir des
service d unication fixe e obile dans des zones locales

(diametre de -i‘

m)

= 2 licences de transport interurbai
- Etablir et exploiter des infrastructures nationales de transmission (LD)

= 2 licences de transport international

- Etablir et exploiter Etablir et exploiter des infrastructures internationales
pour le trafic international entrant et sortant. Le trafic entrant est limité a
30% du CA durant les 3 premieres anneesi-40% du CA durant les 4eme

et S5eme annee. N
N \

-
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Etude du marché marocain: 4 L %’TT

Un potentiel tres fort dans les 5 a 10 ans

e

La dyne 2ntielle

> Résultas attendu
~4 millions de lignes fixes (51% de pénétration ¢
~17 millions d’abonnés mobiles (47% de pénétratic

nages) J

de la population)
= Croissance de revenues estimée a d’atteindre des revenus

de 35 milliards de DH
» Catalyseur:

L’expansion de la base d’abonnés t
Les baisses tarifaires 3

> Résultats attendus %
Plus de 15 milliards dmur les services fixes '
lemiards de D ur les services mobiles
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. www.anrt.ma

Janvier 2005 pprobation par le C

24 Février 2005 Journée d’information

Mars-Avril-Mai 2005 Roadshow

20 Juin 2005 Remise des offres
8 Juillet 2005 Attribution de la lic
21 Septembre 2005 Attribution de la lic

AROC/ GSR Tuni<ie 14-15 Nov 05



www.anrt.ma
_—— o

Opérateur Opérateur Opérateur Opérateur Opérateur
Fixe & Mobiles mobile VSAT GMPCS 3RP

oligopole Oligopole Oligopole Duopole - Concurrence au trave
u = - des FSVA

MAROC
TELECOM MAROC SPACECOM
TELECOM

INQUAM MAROC

GULFSAT MORATEL TELECOM

MEDITELECOM
CIMECOM EUROPEAN

DATACOM MAROC

CONNECT

GLOBALSTAR MEDITELECOM

ORBCOMM ES|

SOREMAR
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~ www.anrt.ma
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orité accordée aux

*Lice ate y _
» Aligneme ermes des ce harges des des
nouveaux operateurs, en parti elargisse
services a offrir. y

»lancement éventuel d’appels a la co e pour des réseaux

GMPCS ou VSAT selon la demande
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Evolution du Parc Fixe

(en milliers)

sept-04

déc-04

mars-05

juin-05

sept-05




Evolution du parc du mobile

(en milliers)

- www.anrt.ma

en milliers

sept.-04 dec-04 mars-05 juin-05 sept-05




Télephonie fixe et mobilée AT
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Fénétration dans l'ensemble des foyers

).

i 41 50% L)

35% - Pengtrafion dans a populafion
30% 1

25% -

40067%

- 20% 4 16,70%
15% A

10% 4
5% A
0% A

W 450%

mobile



Evolution du Parc Internet

Evolution du Parc Total des abonnés Internet* a
250 000 —
206 452
200 000 168 183
150 000 - 134 720
113 170
| 100000 - 80277 0493
01z 0277
50 000 -
O I I I I I I I
Déc-03 Mars-04  Juin-04 Sept-04 Déc-04 Mars-05  Juin-05  Sept-05

*Le

ANR



Abonnés Internet par mode d
Septembre 2005
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Répartition des abonnés Internet par Mode d'accés a Septembre 2005*

3,4%3,3%

O Forfaits

B Classique

O "Internet sans abonnement"
O LL Internet

B ADSL




Evolution des acces ADSL
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Evolution des accées ADSL
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180 000 -
160 000 -
140 000 -
120 000 -
100 000 -
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20000 { 9792 9377
0 I I I I I I I
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Evolution de la bande pas
Internationale Internet
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Ordinateurs personnels

Ordinateurs personnels

11,00%

penetration dans la
papulation
1




-— www.anrt.net.ma

Quelques Indicateurs |

des Technologies
de I'Information au MAROQ“ =
Les entreprises :




L’équipement des entrepﬂ's’esr
L ——

Le nombre d’ordinateur par employe
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Ordinateur/employé

= Secteur techno = Primaire « Senices/Transp B Indus/Construction

‘ Un équipement varian oyenne entre
le secteur Technologique onstruction




L’acceés a Internet ™
L ——

Les entreprises connectées
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Sect.Techno. Sect. Primaire Sect. Indus/Constr.  Sect. Serv./Transp.

Un fort taux de conne




Présence d’un site web

Les usages d’internet ™
L ——
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Les usages d’internet g™
L —

Le commerce en lighe
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