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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommuni cations on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with |SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, eg., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approva of this Recommendation, ITU had received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©1TU 2012

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of I TU.
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INTERNATIONAL STANDARD

RECOMMENDATION ITU-T

I nfor mation technology — Open systems inter connection —
The Directory: Public-key and attribute certificate frameworks

Technical Corrigendum 2

(covering resolution to defect reports 353, 362, 365, 366, 368, 369, 372 and 373)

1) Correction of the defectsreported in defect report 353

In clause 11.2.3 and Annex A, replace the definition for certificatePair datatype with:

CertificatePair ::= SEQUENCE {
issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL

}

(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |
WITH COMPONENTS { ..., issuedByThisCA PRESENT})

2) Correction of the defectsreported in defect report 362

Insert the following clause 2.3 and renumber the current 2.3 as 2.4:

2.3 Recommendations
— ITU-T Recommendation X.1252 (2010), Basdline identity management terms and definitions.

Replace clause 3.2 and renumber subsequent clauses accordingly:

3.2 Baseline identity management terms and definitions

Thefollowing term is defined in ITU-T Rec. X.1252:

a) trust: The firm belief in the reliability and truth of information or in the ability and disposition of an
entity to act appropriately, within a specified context.

Delete clause 3.4.64 and renumber subsequent clauses accordingly.

3) Correction of the defectsreported in defect report 365
Update clause 3.4.27 as shown:

34.27 end-entity: Either a public-key certificate subject that uses its private key for purposes other than signing
certificates, or an attribute certificate holder that uses its attributes to gain access to a resource-eran-entity-that-is-a
relying party.

4) Correction of the defectsreported in defect report 366
In clause 7, replace the text for the issuer field to:

The issuer field shall hold the distinguished name of the CA that issued the public-key certificate. It shall hold a non-
empty distinguished name.

Rec. | TU-T X.509 (2008)/Cor .2 (04/2012) 1
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In clause 7, replace the text for the subject field to:

The subject field shal identify the entity associated with the public-key found in the subjectPublicKey
component of the subjectPublicKeyInfo field. If the public-key certificate is for an end-entity, then the
distinguished name may be an empty sequence providing that the subjectaltName extension is present and flagged as
critical. Otherwise, it shall be a non-empty distinguished name (see 8.3.2.1).

Change NOTE 2 in clause 8.3.2.1 as shown:

NOTE 2 — If this extension field is present and is flagged critical, the subject field of the-an end-entity public-key certificate
may contain a null name (e.g., a sequence of zero relative distinguished names) in which case the subject isidentified only by the
name or names in this extension.

Delete the NOTE in clause 8.3.2.2.

5) Correction of the defectsreported in defect report 368
Update the first paragraph of clause 6 as shown:

This Directory Specification defines a framework for obtaining and trusting a public key of an entity in order to encrypt
information to be decrypted by that entity, or in order to verify the digital signature of that entity. The framework
includes the issuance of a public-key certificate by a Certification Authority (CA) and the validation of that public-key
certificate by the certificate-userrelying party, i.e., the entity relying on the content of the public-key certificate. The
validation includes:

— establishing a trusted path of public-key certificates between a trusted entity called a trust anchor -the
certificate-user and the public-key certificate subject, i.e., the entity for which the public-key certificate
has been issued;

6) Correction of the defectsreported in defect report 369
Replace clause 3.4.19 as shown:

34.19 certification path: An ordered list of one or more public-key certificates, starting with a public-key certificate
signed by the trust anchor, and ending with the public key certificate to be validated. All intermediate public-key
certificates, if any, are CA-certificates in which the subject of the preceding certificate is the issuer of the following
certificate.

7) Correction of the defectsreported in defect report 372

In clause 8.4.2.3 and Annex A, update the PolicyConstraintsSyntax as shown:

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] sSkipCerts OPTIONAL,

...}
(WITH COMPONENTS {..., requireExplicitPolicy PRESENT } |
WITH COMPONENTS {..., inhibitPolicyMapping PRESENT } )

Add a new paragraph right under the ASN1:

At least one of the requireExplicitPolicy and inhibitPolicyMapping components shall be present.

8) Correction of the defectsreported in defect report 373
Replace the cross-certificate definition with:

34.21 cross-certificate: A public-key certificate where the issuer and the subject are different CAs. CAsissue cross-
certificates to other CAs as amechanism to authorize the subject CA's existence.
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