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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 
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INTERNATIONAL STANDARD 

ITU-T RECOMMENDATION  

Information technology – Open Systems Interconnection – The Directory: Public-key and 

attribute certificate frameworks 

Technical Corrigendum 1 

(Covering resolution to defect reports 431 and 432) 

1) Correction of the defects reported in defect report 431 

Replace the first part of clause 6.2.2 down to and including the paragraph: 

The algorithm component shall be an object identifier that uniquely identifies the cryptographic algorithm being defined. 

with the following: 

The following ASN.1 information object class is used to specify cryptographic algorithms. 
 

ALGORITHM ::= CLASS { 

  &Type          OPTIONAL, 

  &DynParms      OPTIONAL, 

  &id            OBJECT IDENTIFIER UNIQUE } 

WITH SYNTAX { 

  [PARMS         &Type] 

  [DYN-PARMS     &DynParms ] 

  IDENTIFIED BY  &id } 

The ALGORITHM information object class has the following fields. 

a) The &Type field is used to specify those fixed parameters that are necessary for specifying the exact 

procedure for deploying the cryptographic algorithm being defined. Not all cryptographic algorithms 

require such parameters. The field is then absent or has the value NULL, as determined by the individual 

cryptographic algorithm specifications. 

b) The &DynParms field is used to specify those dynamic parameters that determine the value(s) to be 

exchanged between two communicating entities when invoking the cryptographic algorithm. Not all 

cryptographic algorithms require dynamic parameters. In this case the &DynParms field shall be absent. 

c) The &id field is used to uniquely identify the class of cryptographic algorithm being defined. 

The AlgorithmWithInvoke parameterized data type defined as follows is used in situations where the type of 

cryptographic algorithm is signalled together with its invocation. 
 

AlgorithmWithInvoke{ALGORITHM:SupportedAlgorithms} ::= SEQUENCE { 

  algorithm       ALGORITHM.&id({SupportedAlgorithms}), 

  parameters  [0] ALGORITHM.&Type({SupportedAlgorithms}{@algorithm}) OPTIONAL, 

  dynamParms  [1] ALGORITHM.&DynParms({SupportedAlgorithms}{@algorithm}) OPTIONAL, 

  ... } 

The AlgorithmWithInvoke parameterized data type has the following components. 

a) The algorithm component shall hold the object identifier that uniquely identify the cryptographic 

algorithm being defined. 

b) The parameters component, when present, shall hold the values of the fixed parameters that further 

identify the cryptographic algorithm in question. This component shall be present when the &Type field is 

present in the information object for the cryptographic algorithm in question. Otherwise, it shall be absent. 

c) The dynamParms component, when present, shall hold the value(s) required by the dynamic parameters 

for the cryptographic algorithm. This component shall be present when the &DynParms field is present in 

the information object for the cryptographic algorithm. Otherwise, it shall be absent. 

The AlgorithmIdentifier parameterized data type defined as follows is used in situations where the type of 

cryptographic algorithm is signalled without a corresponding invocation. 
 

AlgorithmIdentifier{ALGORITHM:SupportedAlgorithms} ::= SEQUENCE { 

  algorithm       ALGORITHM.&id({SupportedAlgorithms}), 

  parameters      ALGORITHM.&Type({SupportedAlgorithms}{@algorithm}) OPTIONAL, 
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  ... } 

 

The components of AlgorithmIdentifier data type shall be as specified for the corresponding components of the 

AlgorithmWithIvoke parameterized data type. 

The AlgoInvoke parameterized data type defined as follows is used when the cryptographic algorithm has previously 

been determined and where only invocation information is required. 
 

AlgoInvoke{ALGORITHM:SupportedAlgorithms} ::= 

    ALGORITHM.&DynParms({SupportedAlgorithms}) 

2) Correction of the defects reported in defect report 432 

In Annex B of Rec. ITU-T X.509 | ISO/IEC 9594-8, replace:  
 

sha224WithRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 5754 

  PARMS         NULL 

  IDENTIFIED BY sha224WithRSAEncryption } 

 

sha256WithRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 7427 

  PARMS         NULL 

  IDENTIFIED BY sha256WithRSAEncryption } 

 

sha384WithRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 7427 

  PARMS         NULL 

  IDENTIFIED BY sha384WithRSAEncryption } 

 

sha512WithRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 7427 

  PARMS         NULL 

  IDENTIFIED BY sha512WithRSAEncryption } 

 

With: 
 

sha224RSA ALGORITHM ::= { -- IETF RFC 4055 

  PARMS         NULL 

  IDENTIFIED BY sha224WithRSAEncryption } 

 

sha256RSA ALGORITHM ::= { -- IETF RFC 4055 

  PARMS         NULL 

  IDENTIFIED BY sha256WithRSAEncryption } 

 

sha384RSA ALGORITHM ::= { -- IETF RFC 4055 

  PARMS         NULL 

  IDENTIFIED BY sha384WithRSAEncryption } 

 

sha512RSA ALGORITHM ::= { -- IETF RFC 4055 

  PARMS         NULL 

  IDENTIFIED BY sha512WithRSAEncryption } 
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